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DISCLAIMER 

Shimadzu Europa GmbH is the sole owner of the copyright of this document. The contents of this  

document may not be reproduced or copied in whole or in part without the permission of Shimadzu  

Europa GmbH. 

The preparation of this document was made to the best of our knowledge and belief, however, it is  

subject to changes and errors. 

For technical inquiries, please contact your local Shimadzu representative.   

https://www.shimadzu.eu  

https://www.shimadzu.eu/
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1. Introduction 
In November 2017, the Committee for Conformity Assessment (CASCO) of the ISO International 

Standardization Organization published a current version of the ISO/IEC 17025 international standard 

named  

"General requirements for the competence of testing and calibration laboratories"1. The document covers 

requirements for laboratories to ensure that they are able to generate valid measurement results. This 

standard applies to all organizations that carry out laboratory work - regardless of their size or number of 

employees. 

The deadline for converting to ISO/IEC 17025:2017 started with the publication of the international ISO 

and ends after a three-year period on November 30, 2020. All previously granted accreditations based on 

the former standard will therefore lose their validity after November 30, 2020. Complete implementation 

of the requirements is an essential prerequisite for the assessment according to the new standard. 

The new standard affects all calibration and testing laboratories, and national accreditation bodies such  

as the DAkkS in Germany2, the RvA in the Netherlands3 and the UKAS4 in the UK recommend that the new 

requirements be implemented by May 2020. Compared to the previous version of the standard, not only 

structural changes but also computer-aided evaluations and risk assessments are required and more in 

focus. Electronic measurement data and its archiving systems can provide significant relief, especially for 

risk assessment in the laboratory, as numerous risks can be reduced with integral data administration. 

Particularly in laboratories with high sample throughput, a large amount of  

data has to be checked and approved. Automated sorting and selection are not 

possible with paper-based evaluations, meaning that the lab manager's work 

and time expenditure are significantly higher. Errors can easily be overlooked, 

especially in stressful situations. Furthermore, compliant archiving of the data 

needs larger space. 

An additional risk of paper-based data  

management arises from the possibility  

of data manipulation. When being printed, 

measurement results can easily be altered  

or destroyed. This danger can be excluded  

by using network-based server systems. 

 

 

 
1 https://www.iso.org/standard/66912.html 
2 https://www.dakks.de/sites/default/files/dokumente/dakks-guide_to_conversion_17025-2017_20180821_v1.1.pdf 
3 https://www.rva.nl/en/news/2018/658 
4 https://www.ukas.com/news/technical-bulletin-isoiec-17025-2017-guidance-for-accredited-and-applicant-laboratories/ 

https://www.iso.org/standard/66912.html
https://www.dakks.de/sites/default/files/dokumente/dakks-guide_to_conversion_17025-2017_20180821_v1.1.pdf
https://www.rva.nl/en/news/2018/658
https://www.ukas.com/news/technical-bulletin-isoiec-17025-2017-guidance-for-accredited-and-applicant-laboratories/
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2. The structure of ISO/IEC 17025:2017 
The structure of the ISO/IEC 17025:2017 standard can be divided roughly into four parts: The first part 

(chapters 1-5) generally introduces requirements and terms. Chapter 6 covers the requirements of  

human, technical and spatial resources. Chapter 7 presents the process requirements, and Chapter 8 

deals with the management system.  

In detail, the structure is as follows5: 

1. Scope  

2. Normative references 

3. Terms and definitions 

4. General requirements 

4.1. Impartiality 

4.2. Confidentiality 

5. Structural requirements 

6. Resource requirements 

6.1. General 

6.2. Personnel 

6.3. Facilities and environmental conditions 

6.4. Equipment 

6.5. Metrological traceability 

6.6. Externally provided products and  

services 

7. Process requirements 

7.1. Review of requests, tenders and  

contracts 

7.2. Selection, verification and validation  

of methods 

7.3. Sampling 

7.4. Handling of test or calibration items 

7.5. Technical records 

7.6. Determination of measurement  

uncertainty 

7.7. Ensuring the validity of results 

7.8. Reporting of results 

7.9. Complaints 

7.10. Nonconforming work 

8. Management system requirements 

8.1. Options 

8.2. Management system documentation 

8.3. Control of management system  

8.4. Control of records 

8.5. Actions to address with risks and  

opportunities 

8.6. Improvements 

8.7. Corrective actions 

8.8. Internal audits 

8.9. Management reviews 

  

 
5 https://www.iso.org/obp/ui/#iso:std:iso-iec:17025:ed-3:v1:en 

https://www.iso.org/obp/ui/#iso:std:iso-iec:17025:ed-3:v1:en
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3. Requirements of ISO/IEC 17025:2017 and their  
implementation using LabSolutions CS 

ISO/IEC 17025/2017 regulates the complete operational processes in a testing or calibration laboratory. 

Chapter 7: "Process requirements" is particularly relevant for the specific procedure in the laboratory. 

Here, processes from sampling to report generation for the customer are defined and described in detail. 

A schematic process is shown in Figure 1. The respective chapters of ISO/IEC 17025:2017 are displayed in 

gray, and describe each step in the process. 

 

Figure 1: Schematic illustration of the operational processes in an analytical laboratory 

Method validation (chapter 7.2), technical records (chapter 7.5) and control of data / information  

management (chapter 7.11) are particularly relevant when considering suitable laboratory software. 

In an ISO information flyer on "ISO/IEC 17025 General requirements for the competence of testing and 

calibration laboratories" it is described as follows6: 

“The standard has a stronger focus on information technologies. In recognition 

of the fact that hard-copy manuals, records and reports are slowly being 

phased out in favour of electronic versions, it incorporates the use of  

computer systems, electronic records and the production of electronic results 

and reports.” 

 
6 https://www.iso.org/files/live/sites/isoorg/files/store/en/PUB100424.pdf 

https://www.iso.org/files/live/sites/isoorg/files/store/en/PUB100424.pdf
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This development started much earlier in the pharmaceutical industry, in the form of the FDA (American 

Food and Drug Administration) code of federal regulation (CFR) title 21, part 11. This led to industry-wide 

introductions of mostly server-based database systems for the recording, evaluation and management  

of analytical measurement data. Electronic approval and signature are now part of the lab routine in  

regulated GxP laboratories in the pharmaceutical industry. The software solutions developed for this  

purpose have already been tried and tested. This clears the way for their use also in other industries, 

which will have to implement the new requirements of ISO/IEC 17025:2017 in their daily routine  

laboratory work. 

The critical chapters of the standard are discussed in detail in the following parts of this paper as well as  

a possible solution for implementation of the requirements by using Shimadzu’s LabSolutions CS software 

platform. 
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3.1 Basic requirements 

 

Figure 2: Schematic structure of the LabSolutions CS software  

With LabSolutions CS, Shimadzu offers a solution that maintains data integrity, from chromatography  

system data (HPLC, GC, LC-MS and GC-MS) all the way through to spectrophotometers (UV, FT-IR, RF)  

and other laboratory systems such as TOC analyzers. Using the network-based database software (native 

LabSolutions connection), chromatography systems can be controlled, and measurements can be started. 

Measurement data and reports from all instrument types can be acquired and evaluated via client  

systems, for example in the office. Coupled devices connected to LabSolutions CS can also store methods 

and report templates directly in the database. Data is approved for all data types in a uniform way within 

the software environment. 

Access to LabSolutions is regulated by user account control and enables login with user name and  

password to ensure unequivocal identification of the executing user. It is also possible to link the login  

to the Windows user control. The requirements of Chapter 4.2 (Confidentiality) are met by restricting  

access to the laboratory systems. 
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Figure 3: LabSolutions Login screen  

User administration also includes dedicated user rights management. The employees in the laboratory  

are assigned to different user groups, and their rights and responsibilities can be defined for specific  

instrument types or projects. This way, LabSolutions CS offers a convenient and clear way of fulfilling  

the requirements of ISO/IEC 17025:2017 chapter 6 - Resource requirements. 

 

Figure 4: User administration  
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Figure 5: Rights group administration  

With vast experience of requirements from the pharmaceutical industry and its regulated environment, 

Shimadzu is a competent partner for ensuring the integrity of measurement data. Shimadzu compiles the 

latest information on standards and guidelines in order to provide customers with comprehensive support 

in the implementation of official requirements and regulations. On this basis, products are developed,  

and customer seminars are offered on latest topics of data integrity. 
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Figure 6: Compliance support by Shimadzu 
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3.2 Selection, verification and validation of methods 
(chapter 7.2)7 

7.2.1.3 The laboratory shall ensure that it uses the latest valid version of a method unless it is 

not appropriate or possible to do so. When necessary, the application of the method 

shall be supplemented with additional details to ensure consistent application. 

[NOTE: International, regional or national standards or other recognized specifications 

that contain sufficient and concise information on how to perform laboratory activities 

do not need to be supplemented or rewritten as internal procedures if these standards 

are written in a way that they can be used by the operating personnel in a laboratory.  

It can be necessary to provide additional documentation for optional steps in the 

method or additional details.] 

7.2.1.6 When method development is required, this shall be a planned activity and shall be  

assigned to competent personnel equipped with adequate resources. As method  

development proceeds, periodic review shall be carried out to confirm that the needs 

of the customer are still being fulfilled. Any modifications to the development plan  

shall be approved and authorized. 

7.2.1.7 Deviations from methods for all laboratory activities shall occur only if the deviation has 

been documented, technically justified, authorized, and accepted by the customer. 

[NOTE: Customer acceptance of deviations can be agreed in advance in the contract.] 

LabSolutions CS has an audit trail, including optional versioning for methods, in order to meet the listed 

requirements of ISO/IEC 17025:2017. Once the settings have been defined, changes to the method during 

the development of procedures can only be saved after stating the reason. Organizational measures  

enable the laboratory manager to approve the modified methods before they can be used for analysis. 

 
7 International Standard ISO/IEC 17025 Third edition 2017-11 (ISO/IEC 17025:2017(E)) 
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Figure 7: Audit trail for methods in LabSolutions CS 

 

.  
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3.3 Technical records (chapter 7.5)7 

7.5.1 The laboratory shall ensure that technical records for each laboratory activity contain 

the results, report and sufficient information to facilitate, if possible, identification of 

factors affecting the measurement result and its associated measurement uncertainty 

and enable the repetition of the laboratory activity under conditions as close as  

possible to the original. The technical records shall include the date and the identity  

of personnel responsible for each laboratory activity and for checking data and results. 

Original observations, data and calculations shall be recorded at the time they are 

made and shall be identifiable with the specific task. 

7.5.2 The laboratory shall ensure that amendments to technical records can be tracked to 

previous versions or to original observations. Both the original and amended data  

and files shall be retained, including the date of alteration, an indication of the altered 

aspects and the personnel responsible for the alterations. 

LabSolutions CS offers numerous functions to ensure integrity of technical records. The functions required 

in this chapter correspond to the ALCOA principle, which is applied by the pharmaceutical industry.  

ALCOA is an acronym for accurate, legible, contemporaneous, original and attributable. This principle  

can be applied to the entire life cycle and all types of data. 

 

Table 1: Information contained in a LabSolutions data file  

Properties 

 Sample information (sample name, sample ID, vial number etc.) 

 File names used for analysis and re-analysis 

 Names of users who created and/or edited the file 

 Date and time of data collection and/or changes 

 Comments 

Information on data collection 

 Chromatograms 

 System configuration and instrument parameters during data acquisition 

 Method for data processing (original data set, including peak integration programs) 

 Status information (operational log during data acquisition) 

 Sample table (for batch processing of measurement data) 

Information on data analysis (including the first analysis during data acquisition) 

 Analytical results 

 Data processing method (latest data set, including peak integration program) 

 Methods of data processing (audit trail logbook for analysis results) 

 Report format (for output of results as a report) 

 Sample table (for batch processing during re-analysis) 
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Data recorded with the LabSolutions CS software inseparably contains all the information listed in table 1 

to ensure a complete and comprehensive history of these parameters in a machine-readable format. An 

accurate report in human-readable form can be generated from this data at any time. This way it supports 

the requirements described in chapters 6.2.5, 6.2.6 and 7.8 of ISO/IEC 17025:2017. 

In order to ensure compliance with the standard's stipulations and guarantee the most intuitive and  

comfortable operation possible for laboratory managers, LabSolutions CS includes the Data Manager tool 

for viewing and releasing measurement data. Generated reports and documents are linked automatically 

to data files of measurements, and evaluated results are displayed by mouse-click. The status of data files 

(evaluated, approved, rejected etc.) can be recognized at a glance by consistent color coding. 

 

Figure 8: Overview of the status of various methods in the Data Manager 
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A versioning of data files is also included. For each file, previous versions are displayed, and it is possible 

to revert to older versions. Original data is also stored securely in the database. Changes made to data 

files are recorded via an audit trail and the person responsible is identified clearly. For any changes, the 

time, old and new values as well as the reason (if mandatory) are also recorded. 

 

Figure 9: Versioning of files in the Data Manager tool 
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3.4 Control of data and information management  
(chapter 7.11)7 

7.11.1 The laboratory shall have access to the data and information needed to perform  

laboratory activities. 

7.11.2 The laboratory information management system(s) used for the collection, processing, 

recording, reporting, storage or retrieval of data shall be validated for functionality,  

including the proper functioning of interfaces within the laboratory information  

management system(s) by the laboratory before introduction. Whenever there are any 

changes, including laboratory software configuration or modifications to commercial 

off-the-shelf software, they shall be authorized, documented and validated before  

implementation. 

[NOTE 1: In this document “laboratory information management system(s)” includes 

the management of data and information contained in both computerized and  

non-computerized systems. Some of the requirements can be more applicable to 

computerized systems than to non-computerized systems.] 

[NOTE 2: Commercial off-the-shelf software in general use within its designed  

application range can be considered to be sufficiently validated.] 

7.11.3 The laboratory information management system(s) shall: 

a) be protected from unauthorized access; 

b) be safeguarded against tampering and loss; 

c) be operated in an environment that complies with provider or laboratory 

specifications or, in the case of non-computerized systems, provides  

conditions which safeguard the accuracy of manual recording and  

transcription; 

d) be maintained in a manner that ensures the integrity of the data and  

information; 

e) include recording system failures and the appropriate immediate and  

corrective actions. 

7.11.4 When a laboratory information management system is managed and maintained  

off-site or through an external provider, the laboratory shall ensure that the provider 

or operator of the system complies with all applicable requirements of this document. 

7.11.5 The laboratory shall ensure that instructions, manuals and reference data relevant  

to the laboratory information management system(s) are made readily available to 

personnel. 

7.11.6 Calculations and data transfers shall be checked in an appropriate and systematic  

manner.  
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Prior validation is necessary in order to ensure the proper functioning of the software. This is the only way 

to guarantee accuracy, reliability and consistent operation within the specified requirements, as well as 

the correct detection of invalid or changed records by the software. Shimadzu takes these requirements 

into account during software development and ensures respective compliance. In addition, it must also  

be warranted that no deviations occur during software validation after installation at customer site. This 

validation is offered by Shimadzu in the form of installation qualification (IQ) and operational qualification 

(OQ). The IQ/OQ process certifies that the installation was carried out successfully, and following system 

checks ensure that the software works accurately. 

 

Figure 10: Screenshot during installation qualification 

In order to record all changes to the system during operation, LabSolutions CS has three different types of 

logbooks that document all operations: 

• Das The Application Log is responsible for all data recordings as well as changes to and operations 

on analytical data. This also includes all user logins and logouts on the system. 

• The System Log records changes to the system infrastructure. This includes, for example, changes 

to projects, system configuration of devices in the laboratory, system settings and rights groups. 

• The User Authentication Log stores information about user accounts. Here, creation of new user 

profiles, changes to user authorizations or user lockouts due to incorrect password entries are 

saved. 
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All entries in these logbooks are created automatically by the system and saved in the database. All three 

logbooks can be searched quickly and easily using convenient filter options. 

The three logbooks are independent of each other because data collection paths vary: Information for  

the Application Log is managed together with associated measurement data, while the System Log is  

written upon corresponding changes to the system. The User Authentication Log only becomes active  

if changes are made to user account control. 

The moment a new analysis is recorded or a reprocessing is carried out, the complete data set con- 

sisting of raw data, method for data acquisition and evaluation as well as calculated results, is stored  

automatically in the database (together with an audit trail for relevant data), in order to ensure integrity 

of data and information. At the same time, changes are also documented in the logbooks. Data in the  

database is secured against overwriting or erasure in order to ensure adequate performance of the audit 

trail and to exclude intentional or unintentional manipulation of data. 

 

Figure 11: System Administration Log  
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Figure 12: Application Log  
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Figure 13: User Authentication Log 
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4. Additional information 
Further information can be found at:  

• www.shimadzu.eu/data_integrity 

• LabSolutions CS 

• ISO/IEC 17025:2017 

• Tool for Transition from ISO 17025 2005 to 2017 – https://www.eurolab.org/CookBooks/0 

• ISO Flyer “ISO/IEC 17025 General requirements for the competence of testing and calibration  

laboratories”  
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